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Abstract. Advanced computational methods are needed both for the design of large systems and to
compute high accuracy solutions. Such methods are efficient in computation, but the validation of
results is very complex, and highly skilled auditors are needed to verify them. We investigate legal
questions concerning obligations in the development phase, especially for technical systems
developed using advanced methods. In particular, we consider methods of resilient and robust
optimization. With these techniques, high performance solutions can be found, despite a high
variety of input parameters. However, given the novelty of these methods, it is uncertain whether
legal obligations are being met. The aim of this paper is to discuss if and how the choice of a
specific computational method affects the developer’s product liability. The review of legal
obligations in this paper is based on German law and focuses on the requirements that must be met
during the design and development process.

Introduction

The usage of simulation and optimization tools in the development of technical systems has been
increasing continuously over the last few decades. Moreover, improvements in computer hardware
and software development reduce barriers to the use of these techniques in all phases of product
development processes. This usage leads to improvements in productivity and economic benefits.
For example, in today’s automotive industry, state-of-the-art software tools are used with simulation
techniques such as Finite Element Methods (FEM), Computational Fluid Dynamics (CFD),
Multibody Simulation (MBS), Crash Simulations and Topology Optimization techniques, all of
which reduce the overall development time and improve the accuracy and safety.

In addition to simulation software, there is a growing interest in optimization methods. These
tools enable the computation of optimized parts or of optimized topologies consisting of multiple
components. Examples of this are the optimization of the topology and geometry of sheet metal
components [1] and of the topologies of water networks [2].

A current trend in mathematical optimization is to consider the failure of system components,
such as single trusses, fans, valves or pipes, and to develop resilience optimization techniques that
allow topologies guaranteeing a predefined minimal functional performance even for the failure of
arbitrary components. This explicit consideration of failures during the development process will
lead to more resilient systems.

Unfortunately, due to their complexity, the usage of optimization software during the
development of technical systems also leads to potential liability risks. In this paper, we assess these
risks. We begin in the following section with an introduction to the relevant legal literature for
German law. Since we are illustrating the research questions addressed in this paper with case
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studies of usage, we provide an overview of the relevant engineering basics and standard
development procedures in the following section. Moreover, we identify possible sources of errors
that occur when algorithmic design methods are employed. As case studies we discuss the
development of a bridge truss topology and of a ventilation system for subway systems. We
conclude with derived legal methods and matters for consideration in the usage of optimization
software for engineering products. We also examine liability issues that occur during the
development of resilient systems.

Legal Liability in Germany

Products on the market can, and often enough have, caused harm to a person’s life, health or
property. The same applies to safety-critical infrastructures in the public space, such as bridges or
subway networks. This can result in liability charges being brought up against the party responsible
for the damage. These charges can arise either from a breach of contract or from legal liability, as in
strict liability or tortious law. The producers and operators of the afore-mentioned facilities try to
calculate their risks, especially the financial risks, very carefully. Therefore, it is essential for them
to know how to avoid liability claims. Any uncertainty related to liability can hamper the uptake of
innovations because of the unknown risk. Liability due to a breach of contract by one of the
contracting parties is far more manageable and easier to predict. Due to the vast variation in
contractual agreements and the fact that they are less likely to be subject to uncertain risks, this
paper focuses on legal liability.

Section 823 of the German Civil Code, the Product Liability Act and the Product Safety Act
provide the legal framework for the producer’s or product liability in Germany. The following only
provides a brief overview of conditions of liability regarding Section 823 of the German Civil Code,
since the other mentioned legislation acts are not of concern to the engineering examples presented
in this article..

Liability in respect to Section 823 paragraph 1 of the German Civil Code. Section 823
paragraph 1 of the German Civil Code states that anyone who injures a person’s life, health or
property through an unlawful action, is liable for the resulting damages. Therefore, producers or
operators of dangerous facilities can be held liable for damage done to these specifically mentioned
rights. The requirement for negligence or intention restricts the scope of the rule to such actions.
Intent refers to fulfilling the requirements of section 823 paragraph 1 of the German Civil Code
knowingly and on purpose. Negligence requires a failure to exercise reasonable care. The
uncertainty that arises in connection with legal liability stems mostly from the difficulty in
specifying this requirement for reasonable care. Intentional actions are not discussed any further in
this paper.

It 1s reasonable to expect that safety obligations are met. Safety obligations can arise from the
usage of any source of danger [3]. Conflicting interests of the parties involved are considered when
determining safety obligations. For example, the operator of a potentially dangerous facility
operates the facility for economic reasons. On the other hand, third parties and their rights need to
be protected. If a party’s rights are jeopardized by usage of a dangerous facility, the operator who
profits from this usage must implement safety measures to prevent damage. It is therefore necessary
for the operator of a dangerous facility to analyze potential risks to third parties. As a result of this
analysis, appropriate safety measures need to be taken. With regard to both the safety measures and
the risk analysis itself, only what is actually possible considering state-of-the-art standards, can be
expected from the operator or producer. If there is no possibility of identifying a specific risk using
state-of-the-art technology, then no safety obligations have been breached, even if this
unidentifiable risk results in the injury of a third party. Thus, state-of-the-art technology has a direct
impact on what can be reasonably expected from any producer of products or operator of a facility.
It is therefore necessary to analyze the latest technology most carefully and always be up to date.

From a legal point of view, state-of-the-art technology sets safety standards that cannot be
disregarded. Any technology which is ready to be implemented for serial production is subject to
this aspect [4]. Consequently, producers or operators have to implement a system that allows them
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to actively track the latest technology and any possible security improvements that go along with it.
Often they rely on complying with technical standards, such as DIN standards or ISO standards.
These standards aim to specify the applicable legal provisions and necessary safety measurements.
It is important though to mention that compliance with these standards cannot per se prevent
liability as they are not legally binding. Nevertheless, compliance with technical standards is still
recommended as they set the bar for the minimum safety expected. In some cases, it may be
necessary to exceed this safety minimum, in so far as it is possible with regard to state-of-the-art
technology [5, 6].

Engineering Application

To illustrate the research questions addressed by this paper, we consider two different examples
of applications: the design of a truss bridge and the design of a ventilation system for a subway
network. In the following two sections, the relevant basics and standards for the development of
such systems are presented. Furthermore, the concept of resilience is explained and possible errors
in the design stage are sketched.

Truss topology bridge design. One possible design for bridges is a truss topology. A truss is a
mechanical construction given by a set of nodes which are linked by elastic bars. A popular
example is the Eiffel Tower. Within the design phase, the forces and displacements of the different
trusses are simulated using FEM simulations. Alongside this, CFD simulations are also used to
compute different wind loads on the structure. Furthermore, optimization methods can be used to
determine the best possible structure. The relevant standards and guidelines are [7-13]. These
standards and guidelines define the different possible loads, assumptions for the construction and
fatigue tests based on Wohler experiments to ensure long-term stability under varying loads.
Additional standards are used for the special case of potential earth quakes [14] and to design the
structural bearings [15]. The monitoring of bridges and other civil structures in Germany is
regulated by a standard [16]. These documents regulate the process for inspecting and controlling
the stability, security and durability of civil structures such as bridges. Detailed instructions and a
summary for the design of bridges can be found in [17].

Ventilation systems in public infrastructure. Multiple public infrastructure systems, such as
subway systems, highway tunnels or non-residential buildings like airport terminal buildings need
ventilation systems. The main functionality of fan systems is the provision of fresh and clean air. In
case of fire events, a ventilation system helps to provide visibility during the evacuation phase.
Standards [18-21] are used in Germany to design such systems for both daily usage and for rare
events such as fires. Potential failures in these systems and appropriate design options are currently
being considered in the scientific community, cf. [22-24]. Multiple system topologies for the overall
design of these ventilation systems are possible and as an objective, it is possible to compute the
most energy efficient topology by optimization algorithms, cf. [25]. The smoke stratification and
mitigation of a final topology design can be simulated with CFD techniques [26, 27]. In addition to
this, model-based and large-scale experiments, cf. [28], are used to verify the simulation results.

Resilience. To improve the overall availability and functionality of technical systems, especially
for systems involving safety, the consideration and anticipation of several possible failures in the
design phase is a promising strategy for increasing the resilience of technical systems. A resilient
technical system guarantees a predetermined minimum of functional performance even in the event
of disturbances or the failure of arbitrary system components and offers the subsequent possibility
of recovering at least the functionality at the design point. One possible way to include resilience in
a truss topology design problem is to consider only solutions that tolerate each possible
combination of up to k bar failures. In this case, the total number of arbitrary component failures
the system can withstand is a degree of freedom in the topology design. The resilient design
guarantees a minimal functionality in all these cases. A design has a so-called buffering capacity of
k if it guarantees a predefined minimal functional performance in each possible combination of up
to k bar failures. Nevertheless, if a system has a buffering capacity of k, this does not provide any
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information about its performance in the case of a combination of more than k component failures.
The number of possible failure scenarios and their impact increase rapidly with the complexity of
the system under consideration and the number k. For small systems, an enumeration of all possible
failure scenarios is possible. However, with an increasing number of design choices and
components, it becomes impossible to enumerate all the possible combinations within an acceptable
time.

Possible errors in the development process. During the algorithmic design of technical
systems, several errors might occur that have an influence on the validity of the computed solution.
If this leads to bad design decisions, it can have a considerable impact on the legal aspects.

One important source of error is the fact that any virtual development is based on a model which
only partly represents reality. Usually, there are many model variants available that provide more or
less accurate approximations of reality. In practice, it is often known in which regime of parameters
an approximation is good or not. However, if the wrong model is chosen or used in a parameter
regime for which the model was not designed, serious deviations arise between the reality and the
predicted outcome. One important restriction for practice is that the most reliable models are often
too time consuming to handle, both from a computational viewpoint when simulating or optimizing
and for setting up the model (for which reliable detailed data is needed). Moreover, optimization
models often require smaller models (i.e., less details, less degrees of freedom) in order to be
computable within an acceptable time.

Another source of error is the wrong implementation of models either by mistake or as a result of
a misunderstanding of the task. Furthermore, any computation performed in floating point numbers
(as used by virtually any method that is fast enough in practice) has an intrinsic source of rounding
errors. Finally, programming errors arise frequently and can have a severe impact on the correctness
of the computations.

All these sources of error are well known and several counter measures have been developed,
e.g., software engineering processes. Moreover, models should be verified, i.e., checked for
consistency and if possible validated. Validation can happen in two ways. One can compare the
results of the computation to measurements in practice and one can compare them to results from
simulations using a finer model. Both methods are usually time consuming and are not always used
in practice.

An important special case arises when resilient or robust systems are to be designed. In this case,
the computations have an intrinsic two-level structure, which guarantees that the design is able to
capture a certain domain of loads. That is, the first level contains decisions about the design, while
the second level makes sure that every load is captured. For instance, a bridge should withstand
different loads. If the set of loads is finite, it is in principle possible to use a finer simulation model
to check each particular case. However, this might not be practical if the set is very large or
impossible if it is infinite. If it is necessary for such a large set of loads to be captured, it is not clear
how the design/optimization process should be set up to guarantee a given level of safety.

Note that the amount of additional work that is necessary to make computations reliable, i.e.,
independent from possible floating-point errors can be significant. For instance, Gleixner [29]
reports a slowdown factor of about 3 if linear programs are made exact. Moreover, Cook et al. [30]
report a maximal slowdown factor of 20 if mixed-integer programs are made exact. However, in
both cases this requires a significant implementation effort and non-standard software. A further
possibility is to record the essential decisions made during a solution algorithm and to check this
certificate using an independent implementation. This has been investigated in Cheung et al. [31].
Note that this will often lead to an enormous output size of more than one Tera-Byte. Moreover, all
these techniques have been developed for the mixed-integer linear case only. So far, only very little
software is able to reliably handle nonlinear or PDE-constrained optimization problems. Finally, to
make resilient decisions safe, it would in the worst case be necessary to test all failing cases. For
instance, for guaranteeing a buffering capacity of k = 4, 4 out of 1000 failure possibilities would
have to be checked which already gives 4 billion cases. A brute force enumeration is then not
practically possible (it would take more than 300 years if one case could be checked per second).
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From a legal perspective, a certain level of verification, validation and/or software engineering
would be required, depending on the particular application. If the application is safety-critical,
higher levels would be necessary. However, it is in general not easy to determine the appropriate
amount of checking, and it would be helpful in practice if some legal advice were available.

Legal Case Studies

To research legal requirements on algorithmic design we consider two case studies, presented in
the following.

Algorithmic bridge design. As the first case study, we consider the failure of a footbridge. The
bridge was designed as follows. In the first phase, the main properties of the bridge were designed
by using conventional methods of civil engineering. This leads to a truss topology prototype which
describes the placement of around 100 beams. Mathematical optimization was then used to optimize
material consumption. The diameter of the beams is minimized, subject to the condition that the
bridge must be able to sustain the maximal load determined in the previous phase. While
conventional methods would have assumed a fixed diameter for all beams, with the aid of
mathematical optimization is possible to control the high complexity of the huge number of beam
interactions and to omit redundant beams.

The optimized bridge is built. It collapses, when a large number of people use it as an
observation point for fireworks on New Year’s Eve. A subsequent investigation reveals that one
potential design error was a false assumption in the model used in the optimization phase. A newly
developed material had been picked for the beams in the first phase. The material’s elasticity
changes considerably at low temperatures, which had not been considered in the optimization
model. Together with the unusually high load this led to its failure.

Algorithmic design of a ventilation system for a subway network. Multiple designs are
possible for the ventilation of tunnels, e.g., transverse ventilation, partial transverse ventilation or
longitudinal ventilation [32]. Furthermore, design choices also comprise the number of fans and
their position. Within the design space of these options, a resilient and energy-efficient system
topology can be found by using an algorithmic design approach. Prerequisite for such an approach
is a suitable model. In this particular example, the characteristic curves of different fans can be
approximated with polynomial functions. Additional model assumptions for the law of friction for
air in exhaust shafts for transverse and partial transverse ventilation and for the law of friction for
tunnels for longitudinal ventilation include further simplifications of reality. Partial models are
validated by experiments, but the risk of exceeding the overall model horizon by a combination of
multiple minor approximation errors is less foreseeable for complex optimizations, and a validation
of the optimization result is only possible with high levels of input and expenditure. On the other
hand, a reduction of model simplifications would lead to an increase in computation time and is
therefore not possible.

In the second legal case study, we consider a reduced smoke outlet when an accident with smoke
emission occurs in a newly built tunnel causing injury to many persons. The tunnel ventilation was
built using resilience optimization demanding a buffering capacity ofk = 1. In case of one arbitrary
failing fan, the system should still provide a minimal functionality, namely a predefined volume
flow and pressure increase.

To allow inspection/repair, one fan of an array near a vehicle involved in the accident is shut
down, but according to the computed buffering capacity, the system should withstand the failure of
an arbitrary fan and still provide minimal functionality. However, in this incident functionality
below this predefined limit was detected. The aforementioned combination of approximation errors
in the underlying model causes this lower functionality and is responsible for the high number of
persons injured.
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Review of Legal Obligations

In the following, legal principles are applied to the two case studies. In particular we discuss the
question of duty of care when selecting a model of the system during the design phase as well as the
obligation to adapt this model once the system is already in use. In this section the article also tries
to identify legal requirements for the use of optimization and resilience optimization methods.
Finally, an outlook is given for resilient operating systems.

Should a fault in the bridge or the ventilation system lead to an injury of an uninvolved third
party, then the question of compensation for damage arises. As no contractual relationship exists
between the injured parties and the party responsible for the damage, the claim for damages in these
cases can only be decided in accordance with tort law. Having established these introductory
thoughts with regard to this basis for liability, it is then important to consider whether the operator
of the ventilation system had breached a duty of care to protect the legal right in question.

The danger that transpired in the case of the ventilation system was related to its operation,
namely that as a result of insufficient ventilation during a fire, personal injury was inflicted. The
operator is obliged to take appropriate precautions to prevent anything endangering the legal rights
of third parties. The bridge builder also has a duty to prevent danger to third parties. This duty is
based on the general legal principle established in Section 823 of the German Civil Code and in
Sections 836, 837 of the German Civil Code.

This means those measures must be taken which are technically possible, given the state of
technology at the relevant time, to eliminate the danger effectively. The technical norms and
standards of private standardization associations can be taken into account in deliberations to
ascertain the minimum standard that must be observed [33, 5, 6, 34].

Breach of duty of care in the selection of the model. The design of a system is based on
models, as in our examples. The approximation of a system and its real environment that this
involves enables the application of mathematical solutions such as the optimization methods already
described. However, not the entire system with all its physical relationships is reproduced. Only a
simplified representation is used in the development stages. The uncertainty factor that arises from
this also persists in the use of the system. If the real system experiences a load for which it has not
been designed because the relevant scenario could not be reproduced with the model used, this can
lead to a system failure. In the case of the footbridge, the load caused by the large number of people
had actually been taken into consideration, but not the fact that the parameters of the material used
are affected by temperature. When third parties suffer an injury as a result, the question arises as to
whether the load that led to that injury could have, and should have been taken into consideration at
the point the model was selected. If the developer, in these cases the operator of the ventilation
system or the bridge builder, relies upon the approximation of models, he must ensure that the
actual model chosen supplies reliable conclusions for the scope of usage he envisages. As a rule,
this is checked by validating the model with the aid of experimental data or using the results of
simulations. Comparing the behavior of the model with the way the system behaves in reality,
exposes flaws in the model allowing its limits to be identified. From a legal point of view, the
validation of the model can be brought as evidence to exonerate the operator from liability.
Validation demonstrates that the approximation of the system as a mathematical model for the type
of usage described replicates reality closely enough. If the design of the system is based on this
model, it can be assumed that the operator’s duty to prevent danger has been met at this stage of the
development. However, this only holds true if safety aspects are reproduced by the model. If the
limits of what can be measured are merely disregarded when selecting a model, this would be a case
of negligence. In the case of the bridge, there had been a failure in the development phase to
recognize that the model on which the optimization was based could not provide any information
about system conditions at very low temperatures. The fact that the elasticity of the material used
changes considerably at low temperatures could have, and should have, been recognized.
Particularly when new materials are being employed, it is to be expected that a careful examination
of their qualities and suitability for the planned usage is carried out. The care expected of the
developer demands that he is aware of the limits of the model and the parameters of the material
and takes these into consideration in the selection process.
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On the question of whether aspects concerning safety are reproduced in the model, it is also
necessary to take into account which risks and dangers are foreseeable. The developer cannot be
expected to foresee all the conceivable conditions of the system and to then take these into account
in the selection of the model. Realistically, it is not possible to demand one hundred percent safety
[35 - 38]. The boundary between what is foreseeable and what is not is fluid and must be judged
case by case. However, certain points can be drawn from examining decisions in case law in the
field of tortious liability. For example, natural catastrophes and the damage caused by these are as a
rule not foreseeable. However, this is only true when it is a question of natural events that occur so
rarely that they are not to be expected. If it is a matter of events that experience shows occur more
frequently, such as floods, then they are foreseeable. In such cases, the system must be designed to
cope with these natural events in such a way that there is no injury to the legal rights of third parties
[39]. Particular regional variations must also be catered for in this respect.

Should it come to a failure of the bridge system, as in the example selected, the question then
arises as to whether existing norms and standards have been met. If, despite having met those
standards, a damaging event occurred, the question of whether the danger that transpired was
foreseeable depends on the circumstances of the particular incident.

In a case of a falling roof tile, the court assumed that storms with speeds of up to 12-13 on the
Beaufort scale are foreseeable and appropriate safety precautions against falling tiles should have
been taken [40].

Duty to adapt the model during the use phase. In this context, the question arises as to what
duties the developer of the system has, if in the course of time the system parameters change and as
a consequence no longer conform to the limits of the model. The model’s limitations restrict the
foreseeability of the system’s behavior to a certain area of usage. For example, in the case of the
bridge, the chosen model produces reliable findings for a bridge which is rarely used but cannot
reproduce the vibrations that may occur in the event of an increased traffic. Here too, the developer
must take account of the limitations of the model and at the same time also consider the resulting
limits to the system. If there is a departure from the scope of usage originally defined, the system
must be adapted accordingly by changes to the underlying model and where necessary by taking
safety measures. The operator of the system must also ensure that limits for its use are observed
during the use phase (similar [41]). Only when this is done, can it be assumed that the system will
behave as expected during its design.

Requirements for the use of optimization methods. In the design of more complex systems,
mathematical tools are used to simplify selection from the numerous possible combinations of the
relevant parameters. These tools include optimization methods, which work on a model of the
system and its environment. The optimization parameters are set by the developer. The number of
parameters that feed into the optimization process is finite. However, in the real environment a
multiplicity of factors affect the system. It is not possible to foresee all the factors that can have an
effect. Even if it were possible, the solution of an optimization problem like this would challenge
the limits of computational power. Safety as such cannot be used as an input parameter as it
depends on numerous factors.

It is mainly economic and structural factors that are input into the optimization. The developer
cannot therefore just assume the optimized system also accords with the safety expected of it.
Safety can actually come at the expense of the input parameters, something which is made very
clear when, for example, the goal is to make savings on materials. The developer would have to add
a later process to the optimization to check whether the optimized system also supports the required
safety. In this respect it is no different to designing and developing a system without using
optimization methods. However, here it is not possible to refer back to the earlier deliberations
between alternative solutions for its construction. The whole point of using optimization methods is
to come up with just one solution for the system’s construction at the end. This will be the optimum
solution in view of the problem defined. All other alternatives have already been excluded prior to
this by the algorithm. In some cases, it would indeed be possible to list all the possible
combinations for the given parameters and then check them for safety. However, in practice this can
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only be done at the cost of considerable time and expense. The advantage of a shorter optimized
development stage offered by mathematical methods would be completely lost. The development of
newer and more complex methods for finding solutions would hold no attraction, if its potential
could not be exploited. It is therefore necessary to be able to carry out a check on just one of the
many possible constructions to demonstrate its safety.

However, the particular cases presented also demonstrate that practical safety tests would not be
feasible for the prototypes of larger systems in their entirety. Yet the interaction between different
components means that this would be the only way to reduce the risk of safety issues to a minimum.
Both operator and developer must rely on proving the safety of their system mathematically and
with the aid of simulations.

Yet again, these are based on simplifications, models and assumptions. Accordingly, the same
requirements must be made for its operating principles that were made for the model for the system.

The limits of what can be reproduced by the model must be recognized and kept to. Once again,
it is not possible to demand that all possible examples of use are tested. Absolute safety is not
expected or demanded of traditional tests on physical prototypes either [35 - 38].

Requirements for the use of resilience optimization methods. Methods for resilience
optimization are based on conventional optimization techniques, but differ in their outcome.
Resilience optimization produces a system that is designed to cope with numerous different
situations incurring loads and stresses without these having to be specified precisely at the outset.
With this method, the system can withstand a defined number of unknown real failures and
maintain its functionality. The problem of being restricted to only being able to optimize a
predetermined characteristic is overcome. An optimized system can be achieved without having to
predict all the environmental parameters. In the case of the bridge, a structure optimized for
resilience would improve safety from systems failure due to unknown causes. In the case of the
ventilation system optimized for resilience, ventilation can be guaranteed if a defined number of
ventilators fail. In a fire, this would increase the safety of those in the tunnel, as smoke extraction
and the prevention of an uncontrolled rise in temperature were ensured.

Methods for resilience optimization are currently still relatively rare, which is the reason why no
attempt has been made to establish standardization. As yet, there are no technical rules specifying
minimum standards for optimization. This problem usually arises when developments in technology
are driven by manufacturers of technical products and operators of technical systems. As for the
interests of third parties that require protection, it has to be assumed that safety standards will
continue to develop as technology continues to develop. More up-to-date technology should not be
left lagging behind with safety standards applicable to older technology [4]. With regard to the
question of whether the system operator in the presented case breached his duty of care, the
question of how it can be proved that these duties have been carried out is of particular relevance in
cases where advanced technology is being employed. If technical rules and standards offer no
pointers for this, then in cases of doubt the operator must be able to supply proof himself. The
problem lies in the fact that in areas optimized for resilience such as the framework of a bridge and
the network of the tunnel ventilation system, the analysis of the possible danger to the legally
protected rights of third parties is technically no longer necessary. The assumption made by the
developer is that as long as the system’s functionality is maintained, there will be no injury to the
legally protected rights of third parties. With regard to the criteria relevant to the duty of care, the
extent to which danger can be foreseen and prevented can no longer be of any significance if there
1s no analysis of danger carried out prior to designing the system. In addition to which, with systems
optimized for resilience it is not possible to predict exactly how the system will behave during its
use. To be able to predict this behavior, it would have to be possible to model all the possible
disruptions for the system. This issue can be compared to the examination of the method of
optimization with one difference: the number of possible combinations to be calculated is much
higher. Checking the results using standard methods or simulations is only possible at the cost of
considerable time and expense. The duty of care that the operators and developers must meet is in
general based on the level of safety that can be implemented with state-of-the-art technology and
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can justifiably be expected by the users in question. But only measures that are reasonable in
practice have to be taken. To determine what is reasonable for the developer or operator, a balance
must be drawn between the increase in safety gained by the measure and the time and labor
incumbent upon the developer or operator that are inherent in its implementation [39]. Economic
considerations may also play a part in this discussion, cf., [4]. However, the operator and the
developer can reasonably be expected to take more costly measures depending on the risk
probability and the legally protected right at risk [42, 43]. An objective benchmark cannot be set
independently from an individual case. As mentioned, in the case of resilient optimization, a way to
make resilient decisions safe would be to test all failing possibilities. For 4 out of 1000 possibilities
this test phase would take more than 300 years if one case would require one second. It cannot
reasonably be expected of a developer to invest this amount of time only during the development
process of a new system. Although this example seems to be exaggerating, it shows why some risks
cannot be totally eradicated.

It is clear though that, ideally, one would expect the resilience optimization method to result in
increased safety. However, as shown above, the level of risk of failure in this method and the
consequent risk of damage or injury is uncertain. There is as yet no experience to fall back on. If the
use of a new method promising increased safety in comparison to conventional methods includes
other risks, there must be an assessment to decide whether this method should be used at all [4]. The
ventilation system optimized for resilience was actually designed to increase personal safety in the
case of a fire. The complexity of the method and the interplay of several different components in the
system meant that some significant approximations had to be made in the underlying model. It was
not possible to reproduce the system and its environment exactly and due to the loss of one
ventilator this ultimately led to the failure of the entire system.

The increased safety is balanced against the increased risk with the aid of the probability of the
risk materializing and in accordance with the type and scope of the damage or injury that might be
expected as well as its practical usefulness for the users in question, cf., [4]. To assess the risk, trials
and tests would have to be carried out that can provide information about the failure rate. Once the
failure rate falls below a specified value, the method could be employed as a safe alternative to
state-of-the-art technology in use until now. What is doubtful however, is how this value could be
determined. Starting from conventional methods where the risk can be calculated, resilience
optimization would by comparison have to offer an advantage in a way that the failure rate would
be lower. As there are currently no methods that can guarantee to verify this for resilience
optimized systems, they would have to be developed. Otherwise the developer of such a system
could run the risk of being accused of having set a safety standard below the current state of
technology.

In the case of the bridge, a design for enhanced resilience will require a test of its load-bearing
capacity to be carried out in accordance with currently accepted state-of-the-art technology so that
the structure can be proved to offer the same performance when there are no failures. Exceptional
circumstances that must be explicitly considered, such as collisions with individual struts, must be
checked separately from this in accordance with state-of-the-art technology. Ideally when there is a
failure of additional components, the construction of a resilient structure increases the resilience of
the entire structure. This means that a minimum level of safety equivalent to that of current
technology continues to be guaranteed. In the development of the ventilator system, an analogous
process is needed to meet current safety requirements.

In cases where it is possible to calculate the risk compared to conventional methods, as shown in
the case of the given examples, it must be noted that the information supplied by the comparison is
limited. Comparisons can only be made for those areas of risk that are actually comparable. In the
case of the bridge, a test for load-bearing capacity for conventionally designed bridges was
developed. This test can then be used to compare the bridge designed for resilience with
conventional systems, but only for the scenario where no truss fails. So this conventional test can
provide no information with regard to the actual scope of use of the bridge designed with resilience
optimization methods. If the use of this method is basically justifiable, although some known risks
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concerning safety remain that should not be underestimated, then the system must be monitored
particularly carefully during its use phase [44]. The manufacturer’s duty of care is extended to
firstly selecting and implementing suitable measures for monitoring and using the results to
minimize damage and injury. It would also be advisable for him to use the data produced by the
monitoring process to make improvements to the method and the model underlying the system.
Those flaws or damage events that occur during the course of monitoring are, from that point
onward, foreseeable for the developer and they must therefore be taken into account appropriately
to ensure the duty of care is being met [45, 46].

Characteristics of resilient operation — the prospects. The next stage in the development of
resilient methods will see research exploring not only questions on resilient optimization but also
issues around the resilient operation of a system. From a legal point of view, the capacity to
anticipate, react and learn provides key information for making an assessment. On the basis of
resilience optimization, a system could permanently monitor its own status during its service life
and, in the event of component failure it could react independently without in any way
compromising the functional principles of the system. One can imagine this type of operation being
used in the example of the ventilation system. The operation of the ventilators would be
continuously monitored by the system and, in the case of a failure, it would react to the incident by
adjusting other system components and maintaining the full functionality of the ventilation system.
All this is possible without any human intervention and without the necessity to foresee the
particular scenario causing this failure.

So in addition to the difficulties arising in cases of resilience optimization, there is the issue of
the resilient operation of a system reacting independently to environmental factors and changing
and adapting itself. By learning from the problems it encounters, it is even possible for the system
to adapt its behavior independently and ideally improve it for dealing with future problems. In the
case of a damage event, from a legal point of view it would be necessary to explore how the cause
of the damage or injury can be attributed to the system operator. For an overview see [47]. If the
legal basis on which the operator must assume responsibility for the behavior of the system is clear,
the question is how he could avoid liability. The discussion about the duty of care of an operator of
self-learning and self-adaptive systems has only just begun. The approaches for resilience
optimization developed in this paper provide initial pointers. How ways of dealing with the
potential dangers posed by technical progress develop from here remains to be seen. Socio-political
developments will play a considerable part in shaping the public’s expectations of safety and
thereby influence the safety standards developers and operators must meet. The question of
permissible risk will play a key role in this. Ultimately, there needs to be socio-political consensus
about the degree of permissible risk; this task cannot be left to the manufacturers and developers of
new technology.

Conclusion

In this paper we have analyzed legal requirements on the development of technical systems using
optimization techniques. Summarized, the following obligations have been identified:

e The models used to design complex subsystems must be validated for the actual scope of
their usage.

e Developers must be aware of the limits of the underlying model right from the design stage
of a system and document them.

¢ During the use phase, it is essential to check whether the limits of the model are respected. If
this is not the case, the model can provide no information about the system’s behavior and
appropriate safety measures must be taken.

e After optimization processes have been used to design a system, the result must be checked
for safety aspects.
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e The use of resilience optimization requires testing for evidence that at the very least the
safety standard by current state-of-the-art technology is being met. Where this test is
successful, the failure rate of the system designed with resilience optimization must be
compared with conventional systems. Should it transpire that the failure rate is lower, then
increased safety obligations must be placed on the monitoring of the system during the use
phase.

The implementation of these requirements is in part common practice, e.g. the validation of
models [48]. Resilience optimization however introduces new legal requirements, which to our
knowledge have not been treated before. Especially, the means to compare the safety standard of
resilient and classic design are unclear and need to be researched. Possible ideas include the
comparison of both designs on load-scenarios or the computation of worst-case loads.
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